Introduction
In 3] and 1] a new key exchange system was introduced whose security is related to the di culty of solving the discrete logarithm problem in the class group of imaginary quadratic orders. Subsequently, in 5] and 4] a subexponential algorithm for computing those class groups was presented and it was shown how to use this algorithm and the index-calculus method to calculate discrete logarithms. In this paper we show how the output of the class group algorithm can be used to simplify the index-calculus algorithm in class groups considerably. This simpli cation enables us to use a slight modi cation of our implementation 2] of the algorithm of Hafner and McCurley to calculate discrete logarithms in fairly large class groups. At the end of the paper we will present the results of some experiments which show that the computation of discrete logarithms in class groups is very easy once the class group has been computed by the subexponential algorithm.
The idea
Let G be a nite abelian group. Let G =< 1 > : : : < l > (1) be a presentation of G as a direct product of cyclic groups. Suppose for ; 2 G we wish to nd x 2 Z with
The method we suggest is very simple: Calculate the representations
which is solvable if and only if the system of simultaneous congruences
where g i = j < i > j (1 i l) has a solution. This system can be solved by means of the generalized chinese remainder theorem. (1 i k) (5) Moreover, if we are given a representation of an element in the class group on the generating system fP 1 ; : : : ; P k g, then we can use (5) to come up with a representation of that element on the generating system fG 1 : : : ; G l g. 
Numerical results
In the tables below we present the results of some experiments concerning the computation of discrete logarithms in class groups of imaginary quadratic elds. In the rst 
